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On the Air with Don WB0DVS
You might have noticed that both HiDARG and ARES have been gaining increased exposure in the media, with 
radio interview spots, public service announcements, and the like.  This has been due to the efforts of Don Shurtleff 
WB0DVS, who completed ARRL training and certification as a Public Information Officer (PIO) for both 
organizations.  Don has an extensive background in broadcast media, and we're fortunate to be able to draw on that 
expertise to help promote amateur radio throughout Central Oregon. (Ed.)

It was my father that got me interested in ham radio at age 12.  We studied and learned the code 
together and both got our Novice License.  For you youngsters, that was the entry level license and 
was good for one year…and was not renewable.  It was primarily a license to work CW.  Both of us 
operated for a year and then didn’t renew.   We lived in Lincoln, Nebraska…the home of Hy-Gain 
Antennas (now TELEX).  It was a local company at the time, and a friend of my Dad owned the 
company.  So we started off big in the antenna department with a Hy-Gain Hy-Tower.  We (mainly 
my Dad) built an Eico 720 CW transmitter from a kit, and we bought a Hallicrafters SX-111.  

After our Novice experience, we both got busy with other things.  I didn’t play with radios again 
until college.  During high school and college, I worked at KLIN AM Radio.  The Chief Engineer 
was Vern Killion (then KØEFB, now W5UYF) who started pushing me to get my license.  I got my 
“license” but it was my 1st Class Radio Telephone License with a broadcast endorsement.  He was 
greatly disappointed when my first radio purchase was a CB rig.  In my defense, the CB was for 
work purposes.  In addition to working at the radio station, I lived at an ambulance company during 
college.  They used CB to dispatch ambulances…which didn’t work very well.  I got involved with 
“The Nebraskaland Emergency Communications Team” that provided emergency communications 
for various events and did storm watches.

After college, I joined the Navy and went to Officer Candidate School in Newport, Rhode Island.  I 
was then sent to “Navy Communications School.  It was a long, cold winter which meant I spend 
most of my time indoors at the school.  I used that time to study for my ham license and learned the 
code AGAIN.   After leaving Newport, I was assigned to COMPHIBPAC Staff (Commander, 
Amphibious Forces, US Pacific Fleet, in Coronado, California.  On the way there, I stopped by the 
Boston office of the FCC and passed my Advanced License test.  While serving as a 
Communications Officer on-duty, I spent my off-duty hours as a Military Affiliate Radio System 
operator running phone patches for military personnel stationed overseas.  Shortly after I became 
involved in MARS, the Chief Operator was deployed, and I was the only one left to take his spot. 

After my active duty in the Navy, I bought the ambulance company where I had lived during 
college.  I had two public safety radio systems, one on the statewide medical frequency (39 Mhz) 
and a VHF High Band system (155 Mhz.)  And, since I was back to living at the ambulance 
company again, I put in a 2-meter rig and a Yaseu FT-101B.  We were in an industrial part of the 
downtown area, so HF was very noisy. I eventually sold the ambulance company and became a 
Deputy Sheriff with the Sarpy County Sheriff’s Office in South Omaha.  I then transferred to the 
Lincoln, Nebraska Police Department.  It was fortunate that on that department we drove the same 
patrol car every shift.  So, I installed a 2-meter rig and a statewide law enforcement radio (Lo-band) 
to add to the noise of the department’s UHF system
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Don WB0DVS (Cont.)

During that time, I married Dorothy, who left the San Francisco 
Police Department and moved to Nebraska.  She forgot how 
bad Nebraska winters can be, and convinced me to move to 
California.  She got her job back at San Francisco PD where she 
remained until retiring with 26 years of service.  I joined the 
Redwood City Police Department.  The Chief counted my 
Nebraska time and I was promoted to sergeant fairly quickly.  I 
was assigned two “collateral duties”.  One of those duties was 
to take over the Police Activities League Boxing Team, that I 
coached for over 20 years.

The other duty was to become the liaison officer to the South 
County Amateur Radio Emergency Service (SCARES).  The 
Chief explained to me that when he was hired, he was told 
about “SCARES”, but had no idea what they did or who they 
were. I went to my first meeting, thinking, “Oh crap…more to 
do.”  I didn’t know any of these people.  Because of the anti-
law enforcement attitude of many Bay Area residents, I was 
dreading that meeting.  What a surprise.  I felt right at home 
within a matter of minutes. They were very glad the Department 
had finally taken an interest in them.  In a short amount of time, 
I had them involved almost to the point of overload.  I got them 
involved in such things as flood watch, fire watch, Halloween 
Patrol, New Years Eve Patrol, and the 4th of July Parade.

Redwood City was the second department in the country to 
install the “Shot Spotter” system that pinpoints the location of 
celebratory gunfire.  The designer of the system was from 
Stanford Research.  Our hams helped him calibrate the system.  
We even used our hams to stakeout spotter locations during a 
series of dangerous home invasion burglaries. During the 1989 
San Francisco earthquake, it was our hams that got our 
Motorola systems up and running again the day of the quake.  
The Motorola service technicians said it would be months 
before they would get to little ole’ Redwood City.  Since 
Redwood City is below sea level, there were frequent floods 
during exceptionally high tides.  The hams were instrumental in 
going door-to-door to notify citizens before the floods came.  
SCARES was so important to the Department that the Chief had 
a radio room built for us next to dispatch, complete with two 
dual band rigs and an ICOM-756 HF rig.  SCARES saved the 
City a lot of money in labor costs and damage costs.  My 
involvement in SCARES and boxing was cited as a reason for 
me being picked as “Officer-of-the-Year” by the local American 
Legion.  That was sort of embarrassing, since the SCARES 
members did 99.9% of the work.

Ham Radio played yet another role in my career.  I was injured 
on-duty in 1993 suffering a head injury while making an arrest.  
After a year of light duty, the City had to medically retire me 
due to California law. They hired me back the next day as a 
Crime Analyst.  The Redwood City Fire Department hired me to 
be the Staff Duty Officer in the City’s EOC.  And, I was hired as 
a surveillance technician for the Northern California High 
Intensity Drug Trafficking Area, doing wiretaps, putting in 
clandestine video systems, and vehicle tracking units.

Once my wife and I finally got completely retired, we moved to 
Bend in 2005. Ham radio was involved in all of my various 
career escapades and continues to be my main activity here in 
Bend. G

Protecting Yourself Online
With the rise of digital modes has come 
the increased use of computers to support 
ham radio activities.  Add to that the 
proliferation of convenient on-line 
callsign  lookup tools, sked pages, 
spotting maps, and signal reporting – 
not to mention online radio services such as EchoLink - and 
one can see that online connectivity has become a huge part 
of amateur radio today.  With that dependence and 
convenience comes additional risk and responsibility.

Several members asked if I would write an article about the 
current state of protecting yourself online.  For those whom I 
have yet to meet – this is how I earn a living.  I have a 30+ 
year history of building, analyzing, defending, and 
compromising wired and wireless information networks.  I 
currently put bread on the table as CIO for a regional 
financial institution, protecting the electrons that we 
curiously use to represent our actual wealth.

I am honest with folks that I approach this topic with the 
assumption that the internet is an inherently hostile 
environment, and that anything connected to it is at risk. One 
just has to scan recent news to see story after story of security 
breaches.  Check out the data breach timeline on 
privacyrights.org for a real eye-opener! Moreover, 
cyberwarfare is now a reality, and the net is filled with 
automated “bots” seeking any point of vulnerability from 
which to stage additional attacks.  This is a huge topic, and 
could span months of articles on all of the various threats and 
ways to protect yourself.   I teach a class to credit union 
members each year, and try to boil it down to a handful of 
key concepts.

The one concept that everyone should be familiar with is 
Defense In Depth.  Remember the medieval castles?  They 
employed this very concept.  The created multiple, concentric 
perimeters of security that were defensible.

The forest was cut back
several hundred yards. 
This created a large open
and defensible zone.  If the 
enemy managed to cross
that alive, they came to an
elevated berm that they
had to climb. If the enemy
made it up the berm, they 
came to a moat and 
drawbridge.    If the enemy 
made it across the moat, they came to a wall with a fortified 
gate.  If, somehow, the enemy breached the walls, there was a 
central, fortified tower in the complex, called the keep, which 
served as the last ditch defensible position.

Online security follows this same approach.  In case one 
security measure fails or is breached, you want additional 
layers of protection in place.  Know your 'defensible' 
perimeters, and make sure that you have done the appropriate 
diligence, deployed protective hardware of software tools, 
and use best practices at each perimeter.  Continued p3



Amateur Radio and Modeling

Amateur radio is enjoying a resurgence in part due to the 
increasing availability of inexpensive technology associated 
with modeling. No, not Tyra Banks. More like the P-51 Mustang 
variety.  Remote control, video streaming, telemetry, tracking, 
and other electronic payloads are now within easy reach for 
most model airplane, rocketry, drone, and remotely piloted 
vehicle operators.  Much of this technology utilizes the 2m and 
70cm amateur bands, so all that is needed is a Technician class 
license. Perhaps you recall that obscure question from your 
Technician exam about labeling the transmitter on your RF 
model with frequency and callsign? HiDARG has had recent 
inquiry from members of the Bend Aero Modelers (BAM) and 
Oregon Rocketry (OROC). We are scheduled to have visitors 
from the Bend Aero Modelers at our June meeting.  Jeff 
KE7ACY has had a long standing interest and involvement with 
model rocketry, which he cites as one of the reasons he got 
involved in amateur radio.  As we look for ways to expand our 
reach and encourage future membership in the club, modeling is 
a great opportunity to forge collaborative relationships with 
other organizations.

HiDARG Repeaters Support OROC Launches

Oregon Rocketry (OROC) has approached HiDARG to 
coordinate use of the repeater system to support the upcoming 
Northwest Xtreme Rocket Show launch event scheduled for 26-
28 June just east of Bend near Brothers.  This launch venue, so 
close to home, is one of the few sites approved by the FAA for 
"high altitude" rocket flight.  These are not the Estes rockets of 
our youth, but precision engineered and machined vehicles.  
The FAA waiver allows for a flight ceiling of 42,460 feet AGL. 
(Pause to digest that fully).  The Pine Mountain and Glass 
Mountain repeaters will be great resources for crews 
coordinating range safety and rocket recovery, which can run up 
to 20 miles downrange.  The June launch is a "Research" event.  
You'll still be able to monitor some activity through the 
HiDARG repeater system.  Public launch events at the same site 
are scheduled for July 24-26, August 21-23, and October 16-18.  
Check the OROC website at www.oregonrocketry.com for more 
information.

G
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More Online Security (Cont.)

The first defensible
perimeter is your
internet service
provider.  Do you know
how their network
is structured, what
their privacy practices
are, what security
measures are in place?
Who has access to
your email data while
it rests on their servers
pending your retrieval?
ISPs aren't used to fielding such inquiries from their 
subscribers.  They may refer you to their technical staff – 
which is good, because these folks love to talk about this 
stuff.  Every large organization that handles third party data 
should, and in some cases are required by regulation or law, 
to have periodic third party testing of their security.  Ask for 
a copy of their privacy statement. Ask for a copy of any third 
party network assessment reports (often called SSAE-16).

This is not limited to just your ISP.  What about all of those 
online services and portals that you use for online banking, 
e-bill payment, shopping, and so on?   How do you know 
that their web systems are truly secure?  A decent online 
vendor / service should always have some documentation as 
to their security best practices.  More on this below.

The second defensible perimeter is your home network.  
Most folks are connected to their ISP via a high speed 
modem (cable, DSL, or similar).  Never directly connect 
your computer or a simple network hub to the modem.  You 
want to make sure that a firewall router is between your 
home network and the connection to the ISP.   A firewall 
simply acts as a filter.  Traffic from the inside is allowed to 
freely pass out to the internet.  Unsolicited inbound traffic is 
blocked.  Only traffic that is in direct response to a session 
originated from the inside-out is allowed to return from the 
outside.

If you operate WiFi at home (most of us do), then you have 
another, less defined,  perimeter to protect.  In the early 
days, most wireless access points were wide open as shipped 
from the factory.  Any script kiddie driving down the street, 
or your neighbor who was too cheap to pay for their own 
internet, could piggyback on to your wireless network.  
Nowadays, things are much more secure.  Some of the 
wireless features that you definitely want to enable include:

● Change the default administrator password. 
● Disable wireless administration (only from the inside 

and wired side).
● Change the default name of the wireless network 

(SSID).  You would be stunned to see how many 
wireless networks out there are still named Belkin, 
Cisco, Netgear, or Linksys.

● Require wireless security, at least to the WPA standard.  
This will require a strong password to get on the 
network and encrypt the wireless traffic between your 
device and the access point. Continued p5



Just in time for the newsletter!  More details will follow in the July issue, but Max KF7MAX was able to provide pictures and a 
preliminary report on the new Sharp's Ridge wind turbine installation.

Max KF7MAX, Bryan N7VME, and Brian KF7WPK  recently completed installation of a new wind turbine at the Sharp's Ridge 
repeater site.  This turbine will supplement the existing solar panel charging system. I was able to remote to the system earlier 
this am, and check the raw data.  A very special and final thanks goes out to Lane Johnson KE7KIB for donating the turbine.  
For those who might not have been aware, this unit was brand new in the box, and was originally intended to sail the high seas 
with Lane.   However life took a different turn and Lane went inland to Burns. Now it sails the High Desert of Eastern Oregon.  
Thanks to Lane's generosity  this will be a tremendous asset to our system.

With the turbine in "solar panel" mode, it has to see about 15mph or better of wind in order for the charge controller to start 
feeding current to the batteries.  About the time the crew was finished with the installation and headed back to Bend, somewhere 
near Riley, a major thunderstorm passed through the are, hammering the repeater site with rain and wind.   Upon reaching Bend, 
Max checked the data from the repeater, and verified that 125 watts were being supplied to the batteries.   Solar panels are part 
of that system, but if you account for the dark skies and storms at the time of the readings, it is clear that the majority of this 
power was being provided by the new wind turbine.

I want to thank all that were involved in this project in one way or another and to Bryan N7VME for donating the transportation
and his labor and to and Brian KF7WPK for his labor as well, and to Ralph K7TWR for the 10ft steel mounting post.  And 
again, special thanks for Lane KE7KIB for his generous donation of the turbine.  - Max KF7MAX

Wind Power Now Complements Solar Power at Sharp's Ridge Repeater

Above – The generator gets its first workout as storms start moving into the area.

Above – The crew celebrates a job well done.

Left – Max supervises Brian as he dresses the ends of the wires 
as they wait for the concrete to fully set.



June
4 Monthly Business Meeting – 7 pm
10 DesCo ARES – 6:30 pm ODOT Bend
14 AVA McKenzie Walk – Comms Support
27-28 ARRL Field Day

Mark Your Calendar

Upcoming Meeting Topics
Monthly Business Meeting – 1st Thursday of the Month
This month:  AVA event planning, Field Day planning, updates 
on trailer, website, and HDM projects.   Meet and greet with 
Ken Quiner, SCMC Emergency Management Coordinator.

Nets
+ JeffCro Net – Mondays 1900H, 147.38+ PL 162.2
+ HIDARG Weekly 2m – Tuesdays 1900H
    See the HIDARG website a list of repeaters.
+ HIDARG 2m Simplex – Mondays, and Tuesdays following
   JeffCro and HiDARG nets,  146.58 MHz

2015 FCC Licensing Test Sessions
15 Jul, 19 Aug, 30 Sep, 4 Nov, 15 Dec
Deschutes Public Library, downtown Bend branch, upstairs
For more information, contact Joe Barry, K7SQ

Statement of Financial Condition   as of  7 May 2015

Bank of America Opening Balance 1 Jan 2015..........7,175.60
      Income YTD.........................................................1,245.50
      Expenses YTD......................................................1,460.06
Bank of America Closing Balance 24 Mar 2015........6,961.04
(a) Paypal Balance (HIDARG)......................................262.09
(b) HIDARG (includes (a)) Unrestricted ...................1,931.83
(c) ARES Designated Funds.......................................3,352.45
(d) Drew Holmes Fund (Outreach and Education).....1,938.85
(e) Trailer Fund (included in (b)).................................. 100.00
(f) Total Fund Balances  (b+c+d)............................... 7,223.13
Subtract PayPal to balance to BofA (f-a)................... 6,961.04

Upcoming Club Events

American Volksport McKenzie River Walk – Sunday, June 14
The AVA national convention will be held in Eugene, and this 
event is one of the convention activities.  At this time, we have 
nine operators signed up to help support this event.  There will 
be discussion and planning at the June 4 meeting.

ARRL Field Day 2015 – Weekend of June 27-28
Field Day is quickly approaching!  Max KF7MAX has been 
instrumental in securing the Sisters Creekside Park venue in 
working with the City of Sisters.  We'll discuss plans at the June 
4 meeting, and watch the listserv for more information.

If you are especially paranoid (like me), you can employ 
additional measures:

● Turn off SSID broadcast.  The wireless network will no 
longer show up when you 'browse available networks', 
but you will have to manually configure the connection.

● Employ machine-level restrictions.  Every piece of 
network hardware has a unique fingerprint called a 
MAC address.  You can tell your wireless router to 
restrict connections only to a given list of 'known' MAC 
addresses.

The third perimeter of defense are the individual computers 
and devices attached to your home network, either via direct 
cable or via wireless.  For computers, most every operating 
system these days includes a firewall and some form of anti-
spyware detection.  Turn them on and allow your system 
updates to update the underlying definitions used by these 
programs.  

The spyware detection program (e.g. Windows Defender) is 
not the same as antivirus protection.  You should install a 
good antivirus / anti-malware protection package.  You have 
a choice here.  There are good free packages available, but a 
free package usually means that you have to (a) update 
definitions manually, and (b) run scans manually – i.e., no 
real-time protection.   A commercial package will usually 
update automatically and have some form of automated 
scanning or real-time protection.

For mobile devices, thankfully there are more such programs 
coming onto the market, usually from the makers of desktop 
packages (Trend Micro, Kaspersky, and so on) who have 
caught up.  If your mobile device OS does not support the 
option to remotely “wipe” a lost device, then another 
package to consider is Lookout Mobile Security.   

The final, and most important, security perimeter is the 
proverbial nut behind the wheel.  End user best practices 
tend to be where most black hats target their efforts - sloppy 
email and web browsing practices in particular.   This is a 
huge topic unto itself, that will flow over into forthcoming 
newsletters.

When web browsing, any site with a form, or soliciting the 
input of sensitive information, should be using encryption.  
Check for the “https” instead of “http”.  A web browser will 
usually display a padlock next to the URL of an encrypted 
session.  Clicking on that padlock should give you some 
verifiable information about the encryption certificate and 
who you are really talking to on this website.   As a general 
rule, never give your SSN over the web (govt websites are 
the WORST offenders).   Also, never check the option to 
have the website “store” your credit card information as a 
convenience.  Any site involving a login to sensitive 
information (online banking, for example) is required by law 
to employ multi-factor authentication.  Username and 
password are not sufficient.  MFA will usually involve the 
infamous “pick three questions” or a one time security code 
sent via email or text message.

Next month – Passwords, encryption, and more. Oh my.

And Still More Online Security (Cont.)

G

Meet the SCMC Emergency Mgmt Coordinator

Ken Quiner, the Emergency Management Coordinator, will be 
joining us at the June 4th meeting to introduce himself, get to 
know the group, and discuss the support relationship between 
HiDARG and the Region 7 Hospital Preparedness Program.

PPP Kudos

Thanks to all of the HiDARG operators who helped support this 
signature Central Oregon event.   KF7CSV;  KA7UNA; 
N7SOX; K07SWB; K7PEK; K7SQ; KE7CSL; KE7ACY; 
KE7GYB; KF7JMQ; KD6WWK; W9CZ; AD7GC; KF7MAX; 
KC7NKP; N7RGB; And of course, N7RDN Jim Sellers who 
coordinated/organized all of the above!
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